NATIONAL PRIVACY PRINCIPLES 

adopted within Privacy Amendment (Private Sector) Act 2000 

Commonwealth Privacy Act

Effective 21 December, 2001

( personal information in an organisation

1.  Collection


   2.  Use & disclosure

   

3.  Data quality

4.  Data security 


   5.   Openness   



6.  Access & correction

7.  Identifiers


   8.   Anonymity



9.  Transborder data flows

10. Sensitive data
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NPP 1 Collection

· Must be lawful, fair &  not intrusive

· Person must know ID of organisation & how to contact; know can access info, purposes for collection, types of organisations to which information will be disclosed , laws about info collection, consequences if info not provided by person

· If reasonable & practical obtain info. from actual person

[image: image2.wmf]NPP 2 Use & Disclosure

· Consent to use/disclose only for purpose it was collected or in circumstances related to public interest e.g. law enforcement, public/individual health & safety.  Make written note of disclosure.  If related to primary purpose & is secondary & non sensitive e.g. marketing in specified cases & individual would reasonably expect the org. to use or disclose the info.  Responsible individual may disclose (parent, child or sibling min. 18 yrs, spouse, relative, guardian, enduring power of attorney, person with intimate relationship, person nominated by individual)
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NPP 3 Data Quality

· Organisation must take reasonable steps that personal info it collects, uses or discloses is accurate, complete & up to date.
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NPP 4 Data Security

· Organisation must take reasonable steps to protect info from misuse, loss & unauthorised access, modification or disclosure.
· Destroy or permanently de-identify data if no longer needed
NPP 5  Openness

· Must document policy on management of personal info. & make available to all who ask
· If asked what info held:  purpose, how collected, held, used & disclosures
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NPP 6 Access & Correction

· Access on request by individual except where access would pose: serious & imminent threat to life or health of any individual, or impact unreasonably on privacy of other individuals, frivolous/vexacious, if relates to existing or anticipated legal proceedings, be unlawful, could prejudice process of criminal investigation, where protects public revenue, cause damage to OZ security
· If org. charges for access - must not be excessive & not apply to request for access
· Can correct data that is not accurate, up to date & complete
· If disagree re previous point then must be documented
· Denial of access - organisation must provide reasons and also if does not correct info.
NPP 7 Identifiers

· In general, organisation must not use ID that Government agency uses (Tax File, Medicare)

NPP 8 Anonymity
·  Organisations must give people option to interact anonymously whenever it is lawful & practical

NPP 9 Transborder Data Flows

· Transfer of data to foreign country where individual consents or where info held, used etc. as per NPPs.
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· Sensitive data only collected if consent given or required by law, or to protect individual who is physically/legally incapable of giving consent

· Data can be collected if necessary to provide a health service to individual & data collected by law or with rules of competent health/medical bodies that deal with obligations of professional confidentiality which bind the organisation

· Data can also be collected for research/stats relevant to public health or safety, compiling and for all these & previous point it is impracticable to seek individual consent & data is collected as required by law & in accordance with rules of competent health or medical bodies  etc.  & must take reasonable step to de-identify data prior to disclosure
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 Careful!








National Privacy Principles 2000
                          Go to www..privacy.gov.au for more details, guidelines and latest updates
6/10/01 DDDGP Hal
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